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Running Facility Net & Pharmaceutical Net Systems
with Anti-Virus Programs including Microsoft Windows Firewall

Anti-Virus Programs

Particle Measuring Systems encourages our customers to use an Anti-Virus program on Facility Net
and Pharmaceutical Net computers to protect their system. We use Trend Micro to protect our in house
systems with the below configurations and adjustments. Facility Net does not access the internet and
thereforeis not a portal for the introduction of viruses. Furthermore, the function of Facility Net isto
record data from the appropriate instrumentation. Therefore, data files must be created to store this
data. Following the simple steps below will allow proper operation of Facility Net but will not
increase the exposure to Viruses.

1. Toensurethe virus scanner doesn’t slow down the operation of Facility Net and
Pharmaceutical Net, please configure your virus scanner to exclude the following files:

C:\Facility\* .* (All files and subfolders)
C:\Windows\fac*.ini
C:\Windows\fv*.ini

Facility Net and Pharmaceutical Net are not targets for virus programmers to attack. Very few
viruses use or attack .ini files but may be put on the computer as .ini files. For this reason, we
are not suggesting excluding "ALL" .ini files from the scan just the ones directly associated
with Facility Net (listed abovein exclusion list).

2. For customers using Ethernet instruments please check your Virus software for Firewalls. We
have had situations where customers can not configure an Ethernet instrument in Facility Net
or Pharmaceutical Net. We found the anti-virus program (i.e. Norton Anti-Virus) had afirewall
that had to be disabled before they could multicast to the instrument. This has affected our
software’ s email notifications as well.

Please be advised that full virus scans will slow the whole operating system including our
software. Thisiswhy we recommend that live scanners should be configured to run only once
aweek.
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Microsoft Windows XP Firewall installed with Service Pack 2

Service pack 2 for Windows XP Operating System installs a firewall that is enabled by default. In order for
Pharmaceutical Net and Facility Net to operate correctly, this firewall must be disabled. The firewall installed
with Service Pack 2 breaks up the UDP Network Poll for Ethernet Sensors and Network Station reading from a
Real-Time Station.

To disable the Windows Firewall following the following instructions:

1. Open Windows Firewall by clicking Start, point to Settings, click Control Panel, which will launch the
Control Panel window.

2. Double click on Windows Firewall which will launch a new dialog below.
3. Change the setting from “On” to “Off” and click OK to save changes. (see example below)
& Windows Firewall

General | Ewceptions | Advanced

our PC s not protected: turn on \windows Firesall

Windows Firewall helps protect your computer by presvventing unauthonized users
from gaining access to your computer through the [ntermet or a netwark,

@ () On [recommended)

Thiz zetting blocks all outzide sources from connecting o this
computer, with the exception of those selected on the Exceptions tab.

Select thiz when vou connect to public nebworks in less secure
lozationz, such as airparts. “v'ou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ (%2:0ff [not recommended}

Avoid uzing this setting. Turming off Windaows Firewall may make thiz
computer mare vulherable to viruzes and intruders.

Windows Firewall iz uzing your domain zettings.

Whhat elze should | know abaout ‘Windows Firewall?

] l [ Cancel
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